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Foreword

The Exchange Reference Architecture: Foundation Guidance, Version 1.0, provides the business,
information, and technical architecture approach and technical standards for the health insurance
Exchanges. The Foundation Guidance document provides an overview and description of the
approaches to defining the architectures; the Centers for Medicare & Medicaid Services (CMS)
will release additional Exchange Reference Architecture (ERA) supplements to provide
engineering detail allowing Exchange implementation and operations personnel to build systems
and environments that adhere to the approved Exchange Architecture as well as other Exchange
information technology (IT) standards, data safeguards, and requirements.

CMS’s Deputy Chief Information Officer (DCIO) leads the development of this Architecture with
the support of the Exchanges and all components of the IT staff and contractors. The ERA
consists of the Foundation Guidance document and the CMS ERA Supplements, authorized and
approved by the CMS DCIO. CMS has reviewed and accepted this Architecture Framework as a
foundational component of CMS'’s Enterprise Architecture in accordance with the CMS IT
governance process.

In accordance with the agency’s Information Security program, CMS has developed this Catalog
of Minimum Acceptable Risk Controls for Exchanges — Exchange Reference Architecture
Supplement to establish the specific controls for data. Two companion documents, the
Harmonized Security and Privacy Framework — Exchange Reference Supplement, and Minimum
Acceptable Risk Standards for Exchanges — Exchange Reference Architecture Supplement,
define a risk-based Security and Privacy Framework for use in the design and implementation of
Exchange IT systems for which CMS has oversight responsibility. Together, these documents,
along with the four documents in the ACA System Security Plan Document Suite,* form Version
1.0 of the Minimum Acceptable Risk Standards for Exchanges Document Suite (also known as
the “MARS-E Suite”).

The guidance contained in these documents also applies to other Affordable Care Act
Administering Entities. “Administering Entity” means a state Medicaid Agency, state Children’s
Health Insurance Program (CHIP), a state basic health program (BHP), or an Exchange.

As noted in the Minimum Acceptable Risk Standards for Exchanges, this Catalog presents those
minimum security controls essential to execution of its guidance. CMS has reviewed and accepted
this Catalog of Minimum Acceptable Risk Controls for Exchanges as a component of the
Exchange Reference Architecture in accordance with the CMS IT governance process.

CMS has circulated this document for review by the following signatory federal partner agencies
that share data with the Exchanges through the CMS Data Services Hub. Each agency concurs
with the MARS-E Suite guidance, as demonstrated by signature (“/s/”) of the authorized
signatories for each federal partner agency.

Any changes to this Catalog of Minimum Acceptable Risk Controls for Exchanges — Exchange
Reference Architecture Supplement must be approved by the CMS DCIO, the CMS Chief
Information Security Officer, and the CMS Chief Technology Officer.

1 The suite consists of the ACA System Security Plan Procedures, Version 1.0; ACA System Security Plan
Template, Version 1.0; ACA System Security Plan, Workbook; and ACA Internal Revenue Service Safeguard
Procedures Report Template.
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Introduction

The Patient Protection and Affordable Care Act of 20102 (hereafter simply the “Affordable Care
Act”) provides for each state to have a health insurance Exchange. An Exchange is an organized
marketplace to help consumers and small businesses to buy health insurance in a way that
permits easy comparison of available plan options based on price, benefits and services, and
quality. Consumers seeking health care coverage will be able to go to the health insurance
Exchanges to obtain comprehensive information on coverage options currently available and
make informed health insurance choices. By pooling consumers, reducing transaction costs, and
increasing transparency, Exchanges create more efficient and competitive health insurance
markets for individuals and small businesses.

Section 1561 of the Affordable Care Act requires the Department of Health and Human Services
(HHS), in consultation with the Health Information Technology (HIT) Policy Committee and the
HIT Standards Committee (the Committees), to develop interoperable and secure standards and
protocols that facilitate electronic enrollment of individuals in federal and state health and human
services programs.

The Department of Health and Human Services (HHS) and the Centers for Medicare & Medicaid
Services (CMS) are responsible for providing guidance and oversight for the Exchanges and for
state IT systems that facilitate common electronic enrollment. This responsibility includes defining
business, information, and technical guidance that will create a common baseline and standards
for these IT system implementation activities. CMS will focus this guidance on the key tradeoffs
and technology choices necessary to create interoperable and coordinated IT services between
the federal government and the Exchanges.

1.1 Purpose

Protecting and ensuring the confidentiality, integrity, and availability for Exchange information
systems is the responsibility of the Exchanges; the Affordable Care Act charges CMS with
responsibility for oversight of the Exchange and common enroliment IT systems. This Catalog of
Minimum Security Controls for Exchanges — Exchange Reference Architecture Supplement
(hereafter simply “MARS-E") defines a set of security controls that focuses on the most common
vulnerabilities hackers use to exploit systems.

The purpose of this supplement is to augment the security guidance for use by the Exchanges in
implementing and operating their IT systems in support of the Affordable Care Act. Each
Exchange system owner is responsible for incorporating the security controls defined in this
document with other state-appropriate security and privacy requirements, and for documenting the
control implementation details in the Exchange’s System Security Plan (SSP). Exchanges also
are required to define system risks in an Information Security (IS) Risk Assessment (RA).

Depending on the information processed, an Exchange’s IT system may be required to meet
additional security control requirements as mandated by specific federal, state, legal, program, or
accounting sources. For example, an Exchange may be a “covered entity” under the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) and the Health Information
Technology for Economic and Clinical Health Act of 2009 (HITECH). When Exchanges handle
Protected Health Information (PHI), they are subject to these laws. In addition, when the

2 Public Law 111-148, Patient Protection and Affordable Care Act, March 23, 2010, 124 Stat. 119,
http://www.gpo.gov/fdsys/pka/PLAW-111publ148/content-detail. html

http://www.healthreform.gov/health_reform_and _hhs.html
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Exchanges carry out business functions that require data sources provided by federal or state
entities, each of the data sharing instances carries obligations for protecting the security and
privacy of the shared data based on owner specifications. For instance, Internal Revenue Code
(IRC) 26 U.S.C. 86103 applies if an Exchange IT system receives Federal Tax Information (FTI).
Therefore, Exchanges must develop their IT systems to comply with these standards when
applicable. The guidance in this supplement neither relieves nor waives any other federal, state,
or other applicable laws, guidance, policies, or standards.

1.2  Scope

This document identifies the set of Minimum Security Controls for state IT systems for which CMS
has oversight responsibility, starting with Exchanges and common program enroliment systems as
required by the Affordable Care Act. The Minimum Security Controls identified in this supplement
assume that the applicable state IT system is classified as Moderate and contains Personally
Identifiable Information (PII).

1.3 Taxonomy of this Catalog

CMS has organized the catalog to present CMS'’s prescribed Minimum Security Controls into 19
control families within three classes (management, operational, and technical) to provide ease of
use. CMS adopted the families in accordance with National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-53 Revision 3, Recommended Security Controls for Federal
Information Systems and Organizations.

Each family contains security controls related to the security functionality of the family. A two-
character identifier is assigned to uniquely identify each of the security control families. Some of
the controls within a family may have characteristics that can be in more than one class. The class
predominantly supported by the family is the class designation for the entire family. Table 1
summarizes the security control families and the two-character identifier used in this catalog.

Table 1. Family Descriptions for Minimum Security Controls for Exchanges

Family (and Identifier) Class Description

Access Control (AC) Technical The standards listed in this section focus on how the
Exchange shall limit IT system access to authorized users,
processes acting on behalf of authorized users, or devices
(including other information systems), and to the types of
transactions and functions that authorized users are
permitted to exercise.

Awareness and Training (AT) Operational | The standards listed in this section focus on how the
Exchange shall: (i) ensure that managers and users of
Exchange IT systems are made aware of the security risks
associated with their activities and of the applicable laws,
Executive Orders, directives, policies, standards,
instructions, regulations, or procedures related to the
security of IT systems; and (ii) ensure that Exchange
personnel are adequately trained to carry out their
assigned IS-related duties and responsibilities.
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Family (and Identifier)

Class

Description

Audit and Accountability (AU)

Technical

The standards listed in this section focus on how the
Exchange shall: (i) create, protect, and retain IT system
audit records to the extent needed to enable the
monitoring, analysis, investigation, and reporting of
unlawful, unauthorized, or inappropriate IT system activity;
and (ii) ensure that the actions of individual IT system
users can be uniquely traced to those users so they can be
held accountable for their actions.

Security Assessment and
Authorization (CA)

Management

The standards listed in this section focus on how the
Exchange shall: (i) periodically assess the security controls
in Exchange IT systems to determine if the controls are
effective in their application; (ii) develop and implement
plans of action designed to correct deficiencies and reduce
or eliminate vulnerabilities in Exchange IT systems; (iii)
authorize the operation of Exchange IT systems and any
associated IT system connections; and (iv) monitor IT
system security controls on an ongoing basis to ensure the
continued effectiveness of the controls.

Configuration Management (CM)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) establish and maintain baseline
configurations and inventories of Exchange IT systems
(including hardware, software, firmware, and
documentation) throughout the respective system
development life cycles; and (ii) establish and enforce
security configuration settings for IT technology products
employed in Exchange IT systems.

Contingency Planning (CP)

Operational

The standards listed in this section focus on how the
Exchange shall establish, maintain, and effectively
implement plans for emergency response, backup
operations, and post-disaster recovery for Exchange IT
systems to ensure the availability of critical information
resources and continuity of operations in emergency
situations.

Identification and Authentication (1A)

Technical

The standards listed in this section focus on how the
Exchange shall identify IT system users, processes acting
on behalf of users, or devices and authenticate (or verify)
the identities of those users, processes, or devices, as a
prerequisite to allowing access to Exchange IT systems.

Incident Response (IR)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) establish an operational incident
handling capability for Exchange IT systems that includes
adequate preparation, detection, analysis, containment,
recovery, and user response activities; and (ii) track,
document, and report incidents to appropriate Exchange
officials and/or authorities.

Maintenance (MA)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) perform periodic and timely
maintenance on organizational information systems; and
(i) provide effective controls on the tools, techniques,
mechanisms, and personnel used to conduct information
system maintenance.

Media Protection (MP)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) protect IT system media, both paper
and digital; (ii) limit access to information on IT system
media to authorized users; and (iii) sanitize or destroy IT
system media before disposal or release for reuse.
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Family (and Identifier)

Class

Description

Physical and Environmental
Protection (PE)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) limit physical access to information
systems, equipment, and the respective operating
environments to authorized individuals; (ii) protect the
physical plant and support infrastructure for information
systems; (iii) provide supporting utilities for information
systems; (iv) protect information systems against
environmental hazards; and (v) provide appropriate
environmental controls in facilities containing information
systems.

Planning (PL)

Management

The standards listed in this section focus on how the
Exchange shall develop, document, periodically update,
and implement security plans for Exchange IT systems that
describe the security controls in place or planned for the IT
systems and the rules of behavior for individuals accessing
the IT systems.

Personnel Security (PS)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) ensure that individuals occupying
positions of responsibility within organizations (including
third-party service providers) are trustworthy and meet
established security criteria for those positions; (ii) ensure
that organizational information and information systems
are protected during and after personnel actions such as
terminations and transfers; and (iii) employ formal
sanctions for personnel failing to comply with
organizational security policies and procedures.

Risk Assessment (RA)

Management

The standards listed in this section focus on how the
Exchange shall periodically assess the risk to Exchange
operations (including mission, functions, image, or
reputation), Exchange assets, and individuals, resulting
from the operation of Exchange IT systems and the
associated processing, storage, or transmission of
Exchange information.

System and Services Acquisition (SA)

Management

The standards listed in this section focus on how the
Exchange shall: (i) allocate sufficient resources to
adequately protect Exchange IT systems; (ii) employ
system development life cycle processes that incorporate
IS considerations; (iii) employ software usage and
installation restrictions; and (iv) ensure that third-party
providers employ adequate security measures to protect
information, applications, and/or services outsourced from
the organization.

System and Communications
Protection (SC)

Technical

The standards listed in this section focus on how the
Exchange shall: (i) monitor, control, and protect Exchange
communications (i.e., information transmitted or received
by Exchange IT systems) at the external boundaries and
key internal boundaries of the IT systems; and (ii) employ
architectural designs, software development techniques,
and systems engineering principles that promote effective
IS within Exchange IT systems.

System and Information Integrity (SI)

Operational

The standards listed in this section focus on how the
Exchange shall: (i) identify, report, and correct information
and IT system flaws in a timely manner; (ii) provide
protection from malicious code at appropriate locations
within Exchange IT systems; and (iii) monitor IT system
security alerts and advisories, and take appropriate actions
in response.
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Family (and Identifier) Class Description

Program Management (PM) Management | The standards listed in this section complement the
security controls in the above 17 families by focusing on
the organization-wide information security requirements
that are essential for managing information security
programs.

FTI Safeguards The standards listed in this section are additional controls
required by IRS Publication 1075

1.4 Intended Audience

The Catalog of Minimum Acceptable Risk Controls for Exchanges — Exchange Reference
Architecture Supplement provides details on the Minimum Acceptable Risk Controls for
Exchanges for use in the design, implementation, operation, and maintenance of the Exchange IT
systems for which CMS has oversight responsibility, and has received the explicit approval of the
CMS Deputy Chief Information Officer (DCIO), CMS Chief Information Security Officer, and CMS
Chief Technology Officer. CMS has authorized distribution of this document to all Exchanges,
other federal agencies, CMS staff, CMS Production Environment contractors, The MITRE
Corporation [the Agency’s Federally Funded Research and Development Center (FFRDC)
advisor], and any entity given explicit access to this document through CMS executive or
management approval.

1.5 Relationship to Other Documents

The Catalog of Minimum Acceptable Risk Controls for Exchanges — Exchange Reference
Architecture Supplement must be read in conjunction with the companion Minimum Acceptable
Risk Standards for Exchanges — Exchange Reference Architecture Supplement and the List of
References presented in that document.

1.6 Document Organization

The following 19 sections present the descriptions of the specific minimum security controls by
Family and Class.
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Access Control (AC) — Technical

Table 2. AC-1: Access Control Policy and Procedures

AC-1: Access Control Policy and Procedures

Control

The organization develops, disseminates, and reviews/updates within every three-hundred-sixty-five (365) days:
a. A formal, documented access control policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and
b. Formal, documented procedures to facilitate the implementation of the access control policy and
associated access controls.

Guidance

This control is intended to produce the policy and procedures that are required for the effective implementation of
Exchange security controls and control enhancements in the access control family. The policy and procedures are
consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.
Existing organizational policies and procedures may make the need for additional specific policies and procedures
unnecessary. The access control policy can be included as part of the general information security policy for the
organization. Access control procedures can be developed for the security program in general and for a particular
Exchange information system, when required. The organizational risk management strategy is a key factor in the
development of the access control policy.

Applicability: Reference(s): HIPAA: 164.308(a)(3)(ii)(A), Related Control Requirements:
Exchanges 164.308(a)(4)(ii)(C); IRS-1075: 9.2

Assessment Procedure: AC-1.1

Assessment Objective

Determine if:

(i) the organization develops and formally documents access control policy;

(i) the organization access control policy addresses:
—  purpose;
—  scope;
— roles and responsibilities;
— management commitment;
— coordination among organizational entities;
— compliance;

(i) the organization disseminates formal documented access control policy to elements within the organization
having associated access control roles and responsibilities;

(iv) the organization develops and formally documents access control procedures;

(v) the organization access control procedures facilitate implementation of the access control policy and
associated access controls;

(vi) the organization disseminates formal documented access control procedures to elements within the
organization having associated access control roles and responsibilities;

(vii) the organization reviews/updates the access control policy and procedures within every three-hundred-
sixty-five (365) days.

Assessment Methods and Objects

Examine: Access control policy and procedures; other relevant documents or records.

Interview: Organizational personnel with access control responsibilities.
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Table 3. AC-2: Account Management

AC-2: Account Management

Control

The organization manages Exchange information system accounts, including:
a. lIdentifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);

Establishing conditions for group membership;

Identifying authorized users of the information system and specifying access privileges;
Requiring appropriate approvals for requests to establish accounts;

Establishing, activating, modifying, disabling, and removing accounts;

Specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;

Notifying account managers when temporary accounts are no longer required and when information system
users are terminated, transferred, or information system usage or need-to-know/need-to-share changes;

h. Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of terminated or
transferred users;

i.  Granting access to the system based on: (i) a valid access authorization; (ii) intended system usage; and
(iii) other attributes as required by the organization or associated missions/business functions; and

j-  Reviewing accounts using the frequency specified in Implementation Standard 1.

@ *ooo00T

For FTI: The agency must ensure that only authorized employees or contractors (as allowed by statute) of the
agency receiving the information have access to FTI.

Implementation Standards

1. Review information system accounts within every one-hundred-eighty (180) days and require annual
certification.

2. Remove or disable default user accounts. Rename active default accounts.
3. Implement centralized control of user access administrator functions.
4. Regulate the access provided to contractors and define security requirements for contractors.

Guidance

The identification of authorized users of the Exchange information system and the specification of access privileges
is consistent with the requirements in other security controls in the security plan. Users requiring administrative
privileges on information system accounts receive additional scrutiny by organizational officials responsible for
approving such accounts and privileged access.

Applicability: Reference(s): HIPAA: 164.308(a)(3)(ii)(B), Related Control Requirements:
Exchanges 164.308(a)(4)(i), 164.308(a)(4)(ii)(B); IRS-1075: 9.2

Assessment Procedure: AC-2.1

Assessment Objective

Determine if:

(i) the organization manages information system accounts, including;

— identifying account types (i.e., individual, group, system, application, guest/anonymous, and
temporary);

— establishing conditions for group membership;

— identifying authorized users of the information system and specifying access privileges;

—  requiring appropriate approvals for requests to establish accounts;

— establishing, activating, modifying, disabling, and removing accounts;

— specifically authorizing and monitoring the use of guest/anonymous and temporary accounts;

— notifying account managers when temporary accounts are no longer required and when information
system users are terminated, transferred, or information system usage or need-to-know/need-to-share
changes;

— deactivating: (a) temporary accounts that are no longer required; and (b) accounts of terminated or
transferred users;

— granting access to the system based on: (a) a valid access authorization; (b) intended system usage;
and (c) other attributes as required by the organization or associated missions/business functions;
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AC-2: Account Management

(i) the organization reviews information system accounts in accordance with the frequency specified in
Implementation Standard 1.
(i) the organization meets all the requirements specified in the applicable implementation standard(s).

Assessment Methods and Objects

Examine: Access control policy; procedures addressing account management; security plan; list of active system
accounts along with the name of the individual associated with each account; list of guest/anonymous and temporary
accounts along with the name of the individual associated with the each account and the date the account expires;
lists of recently transferred, separated, or terminated employees; list of recently disabled information system
accounts along with the name of the individual associated with each account; system-generated records with user
IDs and last login date; other relevant documents or records.

Interview: Organizational personnel with account management responsibilities.

Table 4. AC-2(2): Configuration of Emergency Account

AC-2(2): Configuration of Emergency Account

Control

The information system automatically terminates emergency accounts within twenty-four (24) hours and temporary
accounts with a fixed duration not to exceed three-hundred sixty-five (365) days.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements:
Exchanges

Assessment Procedure: AC-2(2).1

Assessment Objective

Determine if:

(i) the organization defines in the System Security Plan, explicitly or by reference, a time period for each type
of account after which the information system terminates temporary and emergency accounts;

(i) the information system automatically terminates temporary and emergency accounts after organization-
defined time period for each type of account.

Assessment Methods and Objects

Examine: Security plan; information system design documentation; information system configuration settings and
associated documentation; information system-generated list of active accounts; information system audit records;
other relevant documents or records.

Table 5. AC-2(3): Disable Inactive Accounts

AC-2(3): Disable Inactive Accounts

Control

The information system automatically disables inactive accounts after one-hundred-eighty (180) days.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements:
Exchanges

Assessment Procedure: AC-2(3).1

Assessment Objective

Determine if:

(i) the organization defines in the System Security Plan, explicitly or by reference, a time period after which the
information system disables inactive accounts;
(i) the information system automatically disables inactive accounts after organization-defined time period.

Assessment Methods and Objects
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AC-2(3): Disable Inactive Accounts

Examine: Procedures addressing account management; security plan; information system design documentation;
information system configuration settings and associated documentation; information system-generated list of last
login dates; information system-generated list of active accounts; information system audit records; other relevant
documents or records.

Table 6. AC-2(4): Automatic Audit and Notification

AC-2(4): Automatic Audit and Notification

Control

The information system automatically audits account creation, modification, disabling, and termination actions and
notifies, as required, appropriate individuals.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements:
Exchanges

Assessment Procedure: AC-2(4).1

Assessment Objective

Determine if:

(i) the information system automatically audits:
— account creation;
— modification;
— disabling;
— termination actions;
(i) the information system notifies, as required, appropriate individuals.

Assessment Methods and Objects

Examine: Procedures addressing account management; information system design documentation; information
system configuration settings and associated documentation; information system audit records; other relevant
documents or records.

Table 7. AC-3: Access Enforcement

AC-3: Access Enforcement

Control

The information system enforces approved authorizations for logical access to the system in accordance with
applicable policy.

Implementation Standards

1. If encryption is used as an access control mechanism, it must meet approved (FIPS 140-2 compliant and a
NIST-validated module) encryption standards (see SC-13).

2. Configure operating system controls to disable public "read" and "write" access to files, objects, and
directories that may directly impact system functionality and/or performance, or that contain sensitive
information (such as FTI or Privacy Act protected information).

3. Data stored in the information system must be protected with system access controls.

Guidance

Access control policies (e.g., identity-based policies, role-based policies, attribute-based policies) and access
enforcement mechanisms (e.g., access control lists, access control matrices, cryptography) are employed by
organizations to control access between users (or processes acting on behalf of users) and objects (e.g., devices,
files, records, processes, programs, domains) in the information system. In addition to enforcing authorized access at
the information-system level, access enforcement mechanisms are employed at the application level, when
necessary, to provide increased information security for the organization. Consideration is given to the implementation
of an audited, explicit override of automated mechanisms in the event of emergencies or other serious events. If
encryption of stored information is employed as an access enforcement mechanism, the cryptography used is FIPS
140-2 (as amended) compliant.
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AC-3: Access Enforcement

Encryption as access enforcement extends to all government and non-government furnished desktop computers that
store sensitive information. While encryption is the preferred technical solution for protection of sensitive information
on all desktop computers, adequate physical security controls and other management controls are acceptable
mitigations for the protection of desktop computers with the approval of the CIO or his/her designated representative.
Mechanisms implemented by AC-3 are configured to enforce authorizations determined by other security controls.

Applicability: Reference(s): HIPAA: 164.310(a)(2)(iii), Related Control Requirements:
Exchanges 164.312(a)(1); IRS-1075: 9.2 SC-13

Assessment Procedure: AC-3.1

Assessment Objective

Determine if:

(i) the information system enforces approved authorizations for logical access to the system in accordance with
applicable policy.
(i) the organization meets all the requirements specified in the applicable implementation standard(s).

Assessment Methods and Objects

Examine: Access control policy; procedures addressing access enforcement; information system configuration
settings and associated documentation; list of approved authorizations (user privileges); information system audit
records; other relevant documents or records.

Table 8. AC-4: Information Flow Enforcement

AC-4: Information Flow Enforcement

Control

The information system enforces approved authorizations for controlling the flow of information within the system and
between interconnected systems in accordance with applicable policy.

Guidance

Information flow control regulates where information is allowed to travel within an information system and between
information systems (as opposed to who is allowed to access the information) and without explicit regard to
subsequent accesses to that information. A few examples of flow control restrictions include: keeping export controlled
information from being transmitted in the clear to the Internet, blocking outside traffic that claims to be from within the
organization, and not passing any web requests to the Internet that are not from the internal web proxy. Information
flow control policies and enforcement mechanisms are commonly employed by organizations to control the flow of
information between designated sources and destinations (e.g., networks, individuals, devices) within information
systems and between interconnected systems. Flow control is based on the characteristics of the information and/or
the information path. Specific examples of flow control enforcement can be found in boundary protection devices (e.g.,
proxies, gateways, guards, encrypted tunnels, firewalls, and routers) that employ rule sets or establish configuration
settings that restrict information system services, provide a packet-filtering capability based on header information, or
message-filtering capability based on content (e.g., using key word searches or document characteristics).
Mechanisms implemented by AC-4 are configured to enforce authorizations determined by other security controls.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements: SC-7
Exchanges

Assessment Procedure: AC-4.1

Assessment Objective

Determine if:

(i) the organization defines applicable policy for controlling the flow of information within the system and
between interconnected systems;

(i) the organization defines approved authorizations for controlling the flow of information within the system and
between interconnected systems in accordance with applicable policy;

(i)  the information system enforces approved authorizations for controlling the flow of information within the
system and between interconnected systems in accordance with applicable policy.

Assessment Methods and Objects
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AC-4: Information Flow Enforcement

Examine: Access control policy; procedures addressing information flow enforcement; information system design
documentation; information system configuration settings and associated documentation; information system baseline
configuration; list of information flow authorizations; information system audit records; other relevant documents or
records.

Table 9. AC-5: Separation of Duties

AC-5: Separation of Duties

Control

The organization:

a. Separates duties of individuals as necessary, to prevent malevolent activity without collusion;
b. Documents separation of duties; and
c. Implements separation of duties through assigned information system access authorizations.

Implementation Standards

1. Ensure that audit functions are not performed by security personnel responsible for administering access
control.

2. Maintain a limited group of administrators with access based upon the users' roles and responsibilities.

3. Ensure that critical mission functions and information system support functions are divided among separate
individuals.

4. Ensure that information system testing functions (i.e., user acceptance, quality assurance, information
security) and production functions are divided among separate individuals or groups.

5. Ensure that an independent entity, not the Business Owner, System Developer(s)/Maintainer(s), or System
Administrator(s) responsible for the information system, conducts information security testing of the
information system.

Guidance

Examples of separation of duties include: (i) mission functions and distinct information system support functions are
divided among different individuals/roles; (ii) different individuals perform information system support functions (e.g.,
system management, systems programming, configuration management, quality assurance and testing, network
security); (iii) security personnel who administer access control functions do not administer audit functions; and (iv)
different administrator accounts for different roles. Access authorizations defined in this control are implemented by
control AC-3.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements: AC-3.
Exchanges

Assessment Procedure: AC-5.1

Assessment Objective

Determine if:
(i) the organization separates duties of individuals as necessary, to prevent malevolent activity without
collusion;

(i) the organization documents separation of duties; and
(iii) the organization implements separation of duties through assigned information system access
authorizations.

Assessment Methods and Objects

Examine: Access control policy; procedures addressing divisions of responsibility and separation of duties;
information system configuration settings and associated documentation; list of divisions of responsibility and
separation of duties; information system audit records; other relevant documents or records.

Interview: Organizational personnel with responsibilities for defining appropriate divisions of responsibility and
separation of duties.
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Table 10. AC-6: Least Privilege

AC-6: Least Privilege

Control

The organization:

a. Employs the concept of least privilege, allowing only authorized accesses for users (and processes
acting on behalf of users) that are necessary to accomplish assigned tasks in accordance with
Exchange missions and business functions.

For FTI: Access to FTI must be strictly on a need-to-know basis. FTI must never be indiscriminately disseminated,
even within the recipient agency, body, or commission. No person should be given more FTI than is needed for
performance of his/her duties.

Implementation Standards

1. Disable all file system access not explicitly required for system, application, and administrator functionality.

2. Contractors must be provided with minimal system and physical access, and must agree to and support the
security requirements. The contractor selection process must assess the contractor's ability to adhere to and
support security policy.

3. Restrict the use of database management utilities to only authorized database administrators. Prevent users
from accessing database data files at the logical data view, field, or field-value level. Implement table-level
access control.

4. Ensure that only authorized users are permitted to access those files, directories, drives, workstations,
servers, network shares, ports, protocols, and services that are expressly required for the performance of job
duties.

5. Disable all system and removable media boot access unless it is explicitly authorized by the organizational
CIO for compelling operational needs. If authorized, boot access is password protected.

Guidance

The access authorizations defined in this control are largely implemented by control AC-3. The organization employs
the concept of least privilege for specific duties (including specific ports, protocols, and services) in accordance with
risk assessments as necessary to adequately mitigate risk to operations and assets, individuals, other organizations,
and the Nation.

Applicability: Reference(s): HIPAA: 164.308(a)(3)(i), 164.308(a) | Related Control Requirements: AC-3
Exchanges (4)(ii))(A); IRS-1075: 9.2

Assessment Procedure: AC6.1

Assessment Objective

Determine if:

(i) the organization employs the concept of least privilege, allowing only authorized accesses for users (and
processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with
organizational missions and business functions.

(i) the organization meets all the requirements specified in the applicable implementation standard(s).

Assessment Methods and Objects

Examine: Access control policy; procedures addressing least privilege; list of assigned access authorizations (user
privileges); information system configuration settings and associated documentation; information system audit records;
other relevant documents or records.

Interview: Organizational personnel with responsibilities for defining least privileges necessary to accomplish
specified tasks.

Table 11. AC-6(2): Use of Non-Privileged Accounts

AC-6(2): Use of Non-Privileged Accounts

Control

The organization requires that users of information system accounts, or roles, with access to administrator accounts or
security functions, use non-privileged accounts, or roles, when accessing other system functions, and if feasible,
audits any use of privileged accounts, or roles, for such functions.

Catalog of Minimum Acceptable Risk Controls for Exchanges — Exchange Reference Architecture
Supplement 12
Version 1.0 August 1, 2012



Centers for Medicare & Medicaid Services Access Control (AC) — Technical

AC-6(2): Use of Non-Privileged Accounts

Guidance

This control enhancement is intended to limit exposure due to operating from within a privileged account or role. The
inclusion of role is intended to address those situations where an access control policy such as Role-Based Access
Control (RBAC) is being implemented and where a change of role provides the same degree of assurance in the
change of access authorizations for both the user and all processes acting on behalf of the user as would be provided
by a change between a privileged and non-privileged account. Audit of privileged activity may require physical
separation employing information systems on which the user does not have privileged access.

Applicability: Reference(s): Related Control Requirements:
Exchanges

Assessment Procedure: AC-6(2).1

Assessment Objective

Determine if:

(i) the organization defines the security functions or security-relevant information to which users of information
system accounts, or roles, have access;

(i) the organization requires that users of information system accounts, or roles, with access to organization-
defined security functions or security-relevant information, use non-privileged accounts, or roles, when
accessing other system functions;

(iii) the organization, if deemed feasible, audits any use of privileged accounts, or roles, with access to
organization-defined security functions or security-relevant information, when accessing other system
functions.

Assessment Methods and Objects

Examine: Access control policy; procedures addressing least privilege; list of system-generated security functions or
security-relevant information assigned to information system accounts or roles; information system configuration
settings and associated documentation; information system audit records; other relevant documents or records.

Interview: Organizational personnel with responsibilities for defining least privileges necessary to accomplish
specified tasks.

Table 12. AC-7: Unsuccessful Login Attempts

AC-7: Unsuccessful Login Attempts

Control

The information system:
a. Enforces the limit of consecutive invalid login attempts by a user specified in Implementation Standard 1
during the time period specified in Implementation Standard 1; and
b. Automatically disables or locks the account/node until released after the time period specified in
Implementation Standard 1 when the maximum number of unsuccessful attempts is exceeded. The
control applies regardless of whether the login occurs via a local or network connection.

Implementation Standards

1. Configure the information system to lock out the user account automatically after three (3) failed log-on
attempts by a user.

For FTI: Automatically lock the account/node until an authorized system administrator reinstates the account.

Guidance

Due to the potential for denial of service, automatic lockouts initiated by the information system are usually temporary
and automatically release after a predetermined time period established by the organization. If a delay algorithm is
selected, the organization may chose to employ different algorithms for different information system components
based on the capabilities of those components. Response to unsuccessful login attempts may be implemented at both
the operating system and the application levels. This control applies to all accesses other than those accesses
explicitly identified and documented by the organization in AC-14.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements:
Exchanges
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AC-7: Unsuccessful Login Attempts

Assessment Procedure: AC-7.1

Assessment Objective

Determine if:

(i) the organization defines the maximum number of consecutive invalid login attempts to the information
system by a user and the time period in which the consecutive invalid attempts occur;

(i) the information system enforces the organization-defined limit of consecutive invalid login attempts by a
user during the organization-defined time period;

(iii) the organization defines action to be taken by the system when the maximum number of unsuccessful login
attempts is exceeded as:

— lock out the account/node for a specified time period;
— lock out the account/note until released by an administrator; or
— delay the next login prompt according to organization-defined delay algorithm;

(iv) the information system either automatically locks the account/node for the organization-defined time period,
locks the account/node until released by an administrator, or delays next login prompt for the organization-
defined delay period when the maximum number of unsuccessful login attempts is exceeded; and

(v) the information system performs the organization-defined actions when the maximum number of
unsuccessful login attempts is exceeded regardless of whether the login occurs via a local or network
connection.

Assessment Methods and Objects

Examine: Access control policy; procedures addressing unsuccessful login attempts; security plan; information
system configuration settings and associated documentation; information system audit records; other relevant
documents or records.
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Table 13. AC-8: System Use Notification

AC-8: System Use Notification

Control

The information system:

a. Displays an approved system use notification message or banner before granting access to the system
that provides privacy and security notices consistent with applicable federal laws, Executive Orders,
directives, policies, regulations, standards, and guidance. The approved banner for information systems
is:

— You are accessing a U.S. Government information system, which includes: (1) this computer, (2) this
computer network, (3) all computers connected to this network, and (4) all devices and storage media
attached to this network or to a computer on this network. This information system is provided for U.S.
Government-authorized use only.

— Unauthorized or improper use of this system may result in disciplinary action, as well as civil and
criminal penalties.

— By using this information system, you understand and consent to the following:

* You have no reasonable expectation of privacy regarding any communication or data transiting or
stored on this information system. At any time, and for any lawful Government purpose, the
Government may monitor, intercept, and search and seize any communication or data transiting or
stored on this information system.

* Any communication or data transiting or stored on this information system may be disclosed or
used for any lawful Government purpose.

b. Retains the notification message or banner on the screen until users take explicit actions to log on to or
further access the information system; and

c. For publicly accessible systems: (i) displays the system use information when appropriate, before
granting further access; (ii) displays references, if any, to monitoring, recording, or auditing that are
consistent with privacy accommodations for such systems that generally prohibit those activities; and (iii)
includes in the notice given to public users of the information system, a description of the authorized
uses of the system.

For FTI: The warning banner must contain reference to the civil and criminal penalty sections of Title 26 Sections
7213, 7213A and 7431.

Guidance

System use notification messages can be implemented in the form of warning banners displayed when individuals log
in to the information system. System use notification is intended only for information system access that includes an
interactive login interface with a human user and is not intended to require notification when an interactive interface
does not exist.

Applicability: Reference(s): IRS-1075: 9.2 Related Control Requirements:
Exchanges

Assessment Procedure: AC-8.1

Assessment Objective

Determine if:

(i) the organization approves the information system use notification message or banner to be displayed by the
information system before granting access to the system;

(i) the information system displays the approved system use notification message or banner before granting
access to the system that provides privacy and security notices consistent with applicable federal laws,
Executive Orders, directives, policies, regulations, standards, and guidance and states that:

— users are accessing a U.S. Government information system;

— system usage may be monitored, recorded, and subject to audit;

— unauthorized use of the system is prohibited and subject to criminal and civil penalties; and
— use of the system indicates consent to monitoring and recording; and

(iii) the information system retains the notification message or banner on the screen until the user takes explicit
actions to log on to or further access the information system.
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AC-8: System Use Notification

Assessment Methods and Objects

Examine: Access control policy; privacy and security policies; procedures addressing system use notification;
documented approval of information system use notification messages or banners; information system notification
messages; information system configuration settings and associated documentation; information system audit records
for user acceptance of notification message or banner; other relevant documents or records.

Assessment Procedure: AC-8.2

Assessment Objective

Determine if:

(i) the information system (for publicly accessible systems) displays the system use information when
appropriate, before granting further access;

(i) the information system (for publicly accessible systems) displays references, if any, to monitoring, recording,
or auditing that are consistent with privacy accommodations for such systems that generally prohibit those
activities; and

(iii)  the information system (for publicly accessible systems) includes in the notice given to public users of the
information system, a description of the authorized uses of the information system.

Assessment Methods and Objects

Examine: Access control policy; privacy and security policies; procedures addressing system use notification;
documented approval of information system use notification messages or banners; information system notification
messages; information system configuration settings and associated documentation; other relevant documents or
records.

Table 14. AC-10: Concurrent Session Control

AC-10: Concurrent Session Control

Control

The information system limits the number of concurrent sessions for each system account to one (1) session. The
number of concurrent application/process sessions is limited and enforced to the number of sessions expressly
required for the performance of job duties and any requirement for more than one (1) concurrent application/process
session is documented in the security plan.

Guidance

The organization may define the maximum number of concurrent sessions for an information system account globally,
by account type, by account, or a combination. This control addresses concurrent sessions for a given information
system account and does not address concurrent sessions by a single user via multiple system accounts.

Applicability: Reference(s): Related Control Requirements:
Exchanges

Assessment Procedure: AC-10.1

Assessment Objective

Determine if:

(i) the organization defines the maximum number of concurrent sessions to be allowed for each system
account; and

(i) the information system limits the number of concurrent sessions for each system account to the
organization-defined number of sessions.

Assessment Methods and Objects

Examine: Access control policy; procedures addressing concurrent session control; information system design
documentation; information system configuration settings and associated documentation; security plan; other relevant
documents or records.
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Table 15. AC-11: Session Lock

AC-11: Session Lock

Control

The information system:
a. Prevents further access to the system by initiating a session lock after fifteen (15) minutes of inactivity; and

c. Retains the session lock until the user reestablishes access using established identification and
authentication procedures.

Guidance

A session lock is a temporary action taken when a user stops work and moves away from the immediate physical
vicinity of the information system but does not want to log out because of the temporary nature of the absence. The
session lock is implemented at the point where session activity can be determined. This is typically at the operating
system-level, but may be at the application-level. A session lock is not a substitute for logging out of the information
system, for example, if the organization requires users to log out at the end of the workday.

Applicability: Reference(s): Related Control Requirements:
Exchanges

Assessment Procedure: AC-11.1

Assessment Objective

Determine if:
(i) the organization defines the time period of user inactivity after which the information system initiates a
session lock;

(i) the information system initiates a session lock after the organization-defined time period of inactivity or upon
receiving a request from a user;

(iii) the information system retains the session lock until the user reestablishes access using established
identification and authentication procedures.

Assessment Methods and Objects

Examine: Access control policy; procedures addressing session lock; information system design documentation;
information system configuration settings and associated documentation; security plan; other relevant documents or
records.

Table 16. AC-14: Permitted Actions without Identification or Authentication

AC-14: Permitted Actions without Identification or Authentication

Control

The organization:

a. Documents and provides supporting rationale in the security plan for the information system, user
actions not requiring identification and authentication; and

b. Configures Information systems to permit public access only to the extent necessary to accomplish
mission objectives, without first requiring individual identification and authentication.

Implementation Standard

1. Identify and document specific user actions that can be performed on the information system without
identification or authentication.

Guidance

This control is intended for those specific instances where an organization determines that no identification and
authentication is required; it is not, however, mandating that such instances exist in given information system. The
organization may allow a limit